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Why This Matters Now
Device fleets are growing faster than the pipelines built to serve them

Data volume and velocity from connected assets routinely outpace legacy batch systems

Architecture decisions made early are costly to unwind once fleets are in production

This briefing frames the key tradeoffs, not a specific vendor selection

Goal: align on a reference approach before the next platform investment cycle
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Edge vs. Cloud Processing: The Core Tradeoff
Edge processing reduces latency and bandwidth use but adds compute and management burden at the device or
gateway layer

Cloud processing centralizes compute and simplifies updates but depends on network availability and incurs
transport cost

Most production pipelines land on a hybrid split, not an all-or-nothing choice

Decision drivers: latency tolerance, connectivity reliability, data sensitivity, and per-byte transport cost

Illustrative scenario: a fleet of pressure sensors filters noise locally and sends only threshold-crossing events to
the cloud
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Protocols and Message Brokers
MQTT is the common choice for constrained devices — lightweight, publish-subscribe, designed for unreliable
links

Kafka (or similar log-based brokers) handles high-throughput ingestion and downstream fan-out once data
reaches the backend

A typical pattern: MQTT broker at the edge/gateway bridges into Kafka for durable, scalable ingestion

Protocol choice affects device battery life, message ordering guarantees, and operational tooling maturity

Broker sizing should be driven by peak message rate and payload size, not average load
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Ingestion at High Volume and Velocity
Device fleets can generate continuous, bursty traffic that spikes well above steady-state averages

Ingestion layers need horizontal scalability and backpressure handling to avoid data loss during spikes

Partitioning strategy (by device, region, or asset type) directly affects downstream processing parallelism

Idempotent ingestion and deduplication matter once retries and reconnects are common at scale

Capacity planning should use peak-to-average ratios reported by industry sources as a general range, not a fixed
number, and be validated against your own fleet telemetry
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Edge Filtering and Aggregation
Filtering and aggregating at the edge is the primary lever for controlling bandwidth and cloud ingestion cost

Common patterns: threshold-based event filtering, local windowed aggregation, and sending deltas instead of raw
streams

Tradeoff: aggressive filtering reduces cost but risks losing fidelity needed for later analysis or incident investigation

Retain raw data locally for a bounded window to support replay or forensic needs without full cloud transport

Filtering logic should be versioned and deployable, since data needs evolve as use cases mature
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Time-Series Data Storage Choices
Purpose-built time-series databases optimize for high write throughput and time-range queries at scale

Object storage with columnar formats is often more cost-effective for long-term, lower-access historical data

A tiered approach — hot storage for recent data, cold storage for archives — balances query performance and
cost

Retention policy should be tied to actual query and compliance needs, not set as a blanket default

Storage choice affects both query latency for operators and total cost of ownership over the data lifecycle
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Real-Time vs. Batch Analytics
Real-time (stream) processing suits alerting, anomaly detection, and operational dashboards

Batch processing suits trend analysis, model training, and reporting where latency is less critical

Running both often requires a shared data model to avoid divergent logic between the two paths

Stream processing frameworks add operational complexity — plan for monitoring and state management, not just
deployment

Match the analytics mode to the business decision it supports; not every metric needs sub-second latency
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Schema Management as Fleets Evolve
Device firmware updates, new sensor types, and vendor changes will alter message schemas over time

A schema registry with enforced compatibility rules prevents downstream pipeline breakage on producer changes

Backward and forward compatibility policies should be decided explicitly, not left to convention

Version tagging on messages simplifies debugging when multiple firmware versions are in the field simultaneously

Schema drift is a common source of silent data quality issues — treat it as an operational risk, not a one-time
setup task
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Reliability Patterns for Intermittent
Connectivity

Field and mobile assets routinely lose connectivity — the pipeline must tolerate this by design, not by exception
handling

Local buffering with store-and-forward ensures no data loss during outages, within a bounded storage window

At-least-once delivery combined with idempotent processing avoids both data loss and duplicate-driven errors

Exponential backoff and jitter on reconnect attempts prevent thundering-herd effects when connectivity returns
fleet-wide

Design for graceful degradation: define what functionality remains available to operators when the pipeline is
degraded
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Observability Across the Pipeline
End-to-end visibility spans device health, network transport, ingestion, processing, and storage layers

Key signals: message loss rate, end-to-end latency, broker lag, and schema validation failures

Distributed tracing across edge-to-cloud hops helps isolate where delays or drops occur

Alerting thresholds should reflect business impact, not just infrastructure metrics, to avoid alert fatigue

Observability data itself adds volume — budget for its storage and retention separately from primary pipeline data
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Reference Architecture: Scalable IoT Data
Platform

Layered structure: device/edge tier, gateway and protocol bridge, ingestion and broker layer, processing (stream
and batch), and storage tiers

Each layer should scale independently to avoid a single bottleneck constraining the whole pipeline

Security controls (device identity, encrypted transport, access policy) apply consistently at every layer, not only at
the perimeter

Illustrative scenario: a utility monitoring platform routes edge-filtered readings through MQTT-to-Kafka bridging
into tiered storage feeding both real-time alerting and batch reporting

This structure is a starting reference — actual topology should be validated against your specific latency, volume,
and compliance requirements
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Cost and Operational Considerations
Bandwidth, storage tiering, and compute allocation across edge and cloud are the primary cost levers in most IoT
pipelines

Edge compute investment trades upfront hardware and deployment cost against ongoing data transport and
cloud processing cost

Operational overhead scales with fleet heterogeneity — mixed device generations increase support and schema
management burden

Cost visibility per data source or device class helps prioritize where filtering or aggregation investment pays back
fastest

Treat cost modeling as an ongoing exercise tied to fleet growth projections, not a one-time budget line
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Common Pitfalls to Avoid
Building for average load and getting overwhelmed by burst traffic during real-world operating conditions

Treating schema changes as rare events rather than a recurring operational reality across a growing fleet

Centralizing all raw data in the cloud by default, without evaluating edge filtering for cost and latency impact

Underinvesting in observability until an incident makes the visibility gap costly and visible

Choosing storage and broker technology before validating actual throughput, retention, and query requirements
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Next Steps and the Ask
Validate current fleet telemetry (volume, burst patterns, connectivity profile) against the reference architecture
presented today

Stand up a scoped pilot on one device class or site to test the edge-filtering and hybrid ingestion approach before
fleet-wide rollout

Establish schema governance and observability standards now, ahead of the next wave of device onboarding

Assign platform engineering ownership for the ingestion and storage tiers, with clear cost and reliability targets

Decision requested: approve pilot scope and timeline, and confirm budget for the initial edge-to-cloud proof of
concept
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